
USN

Sixth Semester B.E. Degree Examination, Aug./Sept.2O2O
Gryptography, Network SecUYity and Gyber Law

Tirne: 3 hrs. :i., i, Max. Marks: 80

Note: Answer any FIVE fult questions|'bibosing ONE full questionfrom each module.

Module-l
I a. Explain Euclid's algorithm to find gcd of two integers with example.

b. Explain the following AlgebraiC structures with examplb:
(i) Groups (ii) Riags (iii) Fields ,,,",.,,. .

,,," 'l'-' oR ,, 
'"2 a. Explain monoalphabetic and polyalphabetic eiplren with examples.

b. Explain the DES construction with a neat d,fpgram.

ffiffi

'::.:' : ',Mii'[drte-3a. Explain the di{ferent PKI architectures,,

b. Explain Mutual authentication,,'Bsing shared

authentication
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Nloriute-2
3 a. ExplainRSA algorithm *ith ,uitubdfif .,,,;,r,,,.^,,,", (10 Marks)

b. Explairi Weak Coltision Resistance and Strong Collision,Ritistance with examples.
(06 NIarks)

l'::":' ::""'l'::,
OR :::'::

4 a. Explain the following I ..r, rr,,

(i) Hash-based MAC (ii) Digital SignatuleS;,

b. Explain Diffie-Heliman key exchange with alrexample.

......:
see'iet based and

'r'

OR
6 a. ,Aow the sequence gf messages exchanged between the client, the Kerberos servers and the

,, requested servers? -Exjilain with diagram. (08 Marks)

b. Explain the main mode and aggressive m0de of Internet key exchange protocol. (08 Marks)

Module-4
7 a. Explain the authentication and master session key exchange in 802.11i with the help of

diagram. (08 Marks)

b. List out and explain the different worm characteristics. (08 Marks)

8 a. Explain the following technologi., or*3bl.rvices with suitable examples:
(i) XML (ii):'rSOAP.

b. Explain the different types of Intrusion Detection Systems.
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Msdstci ''" ',
a. What is the Information Technology Act? Discu$$the aim and objectives.

b. Describe the pr,ovisions ofthe IT Act as regre4${h6 following , .,*k"

ltl, k:?f,:fi;:?ilx"#:,::il:x,".":J,"0$. 
-. 

:
(iii) Retention of elecffonic records '.;'1:.. * .,'

iirj p"Uri"r,ions of rutes, regulatiqryW in the Electronic Gq4ftg6,

"*ffik=- *'i'"''"
,'.fu

; W' OR d, i'l

a. Who is a controller? Outffi&$s functions and powenqd+ . --b. Discuss the penalties ag$#fridication under sectioffiof the IT Act 2000 for
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